K10 Takue gponbi?

npaeun rnaBHoe yripaeJfieHue
MHPOPMaLLMOHHOM no NPOTUBOLEUCTBUIO
6e30nacHoOCTU KnbepnpecTynHoCTuU
KM MB[, Benapycu
BE3OMACHOCTb 2JIEKTPOHHOMW MOYThI 04
HEOBXOOUMO: HE PEKOMEHOYETCSH:

+ lMoakniountb ABYXhaKTOPHYHO
ayTeHTudurkaumo

+ Vicnonb3oBaTtb MUHUMYM 2 TvNa e-mail
a[lpeCcoB: 3aKpbITblli (TONBKO ANA NPUBA3KU
YCTPOMCTB M CPEACTB UX 3aLUuUTbI) U
OTKPbITbIV (A9 Nepenuckn, NoaNUCoK v T.4.)

+ Wcnonb3osatb CIMAM-cunbTpbI

X PearvpoBaTtb Ha NMCbMa OT HEM3BECTHOIO
oTnpaBuTend: CKopee BCero ato cnam unu
MOLUEeHHUKN

X OTKpblBaTh NOAO3PUTENIBHOE B/IOXEHWE
K MUCbMY: CHa4vasia No3BOHUTE OTNpPaBUTeNto
M y3HanTe, 4To 3TO 3a hann

NCNOJIb3OBAHUE MPUJTOXXEHUWN, COLCETEN U MECCEHO)XEPOB (@

+ YcraHaBnuBaTtb NPUIOXEHUS TONBKO
n3 PlayMarket, AppStore nnun ns
NPOBEPEHHbIX NCTOYHUKOB

+ O6pawaTb BHMMaHue, K KakuM OyHKLUAM
ragxxerta npunoXxeHue 3anpalimBaeT AOCTyn

+ O6MeHMBaTbCA COOOLEHUAMM B COLICETAX U
MecceHaXxepax, TOfIbKO MOSIHOCTbIO
YAOCTOBEPUBLLUCH B JIMYHOCTHU
cobeceqHuKa, He pearmpys Ha
COMHUTE/bHbIE MPOCLObLI U NPeanoXeHns

¥ Pa3smMellaTb NepCcoHanbHy 1 KOHTAKTHYIO
nHopmMaumio o ce6e B OTKPLITOM AOCTYyMe

X Wcnonb3oBaTtb yKasaHue reosiokaumnm
Ha pOoTO B nocTax

X OTBeuaTbh Ha OBUHbIE BbIPAXEHUS
M arpeccuio B COLICETAX — Myulle HanuwmTe
06 3TOM aAMUHUCTPATOPY pecypca

X YnotpebnsaTe HEHOPMAaTUBHYIO NNEKCUKY
npv ooLWeHnmn

¥ YcTaHaBnMBaTb NMPUIOXEHUS C HU3KUM
PEWTUHIOM M OTpULATENbHbIMU OT3blBAMM

3ALLUTA OAHHbIX BAHKOBCKOM KAPTOYKU 06

+ XpaHuTb B TallHe NMUH-KOA KapTbl

+ TpuKpbIBaTb TAA0HBLIO KTaBMaTypy Mpu
BBOAE MUH-KOAA

+ OdopmuTtb OTAENBHYIO KapTy ANd
OHNAMH-MOKYMNOK 1 He Aep>XaTb Ha Hel
6o/blIne CyMMbl

+ Wcnonb3oBatb ycnyry «3-D Secure»
N NIUMUTBI HA MaKCUMasibHblE CYMMbI
OHNalH-onepauuni

4+ CkpbITb CVV-Koa Ha KapTe (Tpex3HauHbli
HOMep Ha 06paTHOW CTOPOHe),
npeaBapuTeIbHO COXPaHUB ero

Jlporpl MOMOTarOT MPECTYITHUKAM
JIEHBI . Hanpuwmep, JICHBIU,

X XpaHuTb NUH-KOA BMECTe C KapTo4uKoW /
Ha KapTo4ke

X Coobuwatb CVV-kog nnun otnpaenaTtb
ero oto

¥ PacnpocTtpaHATb CBOM NAcnopTHbIe JaHHble
(MHbopMaUuuIo TMYHOTO XapakTepa, Homep
MOBGuNbHOro TenedoHa), NOrmMH U naposb
poctyna kK cucteme «MHTepHeT-6aHKUHM»

X Coo6uaTtb AaHHble, MO/yYeHHble B BUAe
SMS-coo6LeHuniA, ceaHCoBbIe Naponn, Kopg
aBTOpM3aumm, napons 3-D Secure u T.4.

«OTMbIBATb» HCJICTAJIbHO IIOJYYCHHBIC
I[O6BITBIC IIyTEM COBCpHICHUA



KHOEpNpecTyIieHu B cdepe 3NEKTPOHHOW KOMMEPIMM U TUIATEKHBIX
onepauuii ((pUILIMHT, BUILIMHT, CMUIINHT).

Jlponbl TakXke MOTYT OBbITh BOBJICYEHBI B CXEMbl OTMBIBAHUS JICHET,
NOOBITBIX JAPYTUMH TPECTYNMHBIMU TYTSIMHU: TOPTOBIEH HAPKOTHKAMU,
TOPTOBJIEHN JIFOABMU U IP.

JApon wiaM «IeHeKHbIA MYJ» — O3TOT TOT YEJIOBEK, KOTOPBIU
corjairaercsi, 4roO0bl ero OaHKOBCKas KapTa cTajla «TPaH3UTHOW» IS
YKPaJICHHBIX MOIICHHUKAMH JCHET. J[pon nepeBOIUT HE3aKOHHO MOJTY4YEHHbIC
JICHE)KHBIE CPEACTBA MEXKIY PAa3HBIMH CUeTaMM. Takas LEernoyka IepeBOJIOB
HY>KHa JJIsl TOT0, YTOOBI 3aIyTaTh CJIEAbl KHOSPIPECTYITHUKOB U YCIOKHUTD
paboTy CIeCTBUS.

Jponbl MOTyT COBEpIIaTh MEPEBOJBI B Pa3HBIX CTPAaHAX U OT UMEHHU
pasHbIX Jrojei. Takum 00pa3om, MPeCTyIHbIE CUHIUKATHI JIETKO MePEMEIAI0T
CpPEACTBA IO BCEMY MHUPY, OCTABASICh «HEBUIUMBIMI.

Jlponn He Bceraa OCO3HAET, YTO BOBJIECYET B IIPECTYIIHYIO CXEMY.
MoIlleHHUKH YaCTO MaCKUPYIOT CBOU JAEHCTBUS MO/ «JICTAIbHBIN OU3HECH.
Jlpora npuBIEKalOT K COTPYIHUYECTBY, O0EIIast «30J0ThIE TOPbI», — OBICTPBIN
U JIeTKUid cnoco0 3apaboTaTh MHOTO JEHEr. 3a CBO€ COTPYAHHYECTBO C
IIPECTYNTHUKAMH «JIEHEXHBIA MYJD» TOJY4YaeT MPOLEHT OT CyMM, KOTOpBIE
MIOMOTa€T «OTMbIBATH.

Jdpon — 3TO «HM3IIEE» 3BEHO NPECTyNHOM CETH, Ha KOTOpPOE
IPaBOOXPAHUTETU BBIXOJAT B IIEPBYIO odepenib.

Jpon — npaBoHAPYILINUTEINb, COYYaCTHUK MTPECTYIIIEHUS.

JIpon — TOT, KTO 3a CBOM MPECTYIUIEHHUS MTOIYYaEeT CTPOTUM MPUTOBOD:
mTpadbl, KOHPUCKALMIO UMYIIIECTBA, JINILIEHUE CBOOOIBI.

KTo0 cranoBurcs aponom?
['pynna pucka — 1r0au, y KOTOPBIX IIATKOE MAaTEPUATBHOE MMOJIOKECHUE:
[TepeexaBiue B 00JIBIION TOPO U3 MAJIEHBKOTO;
be3pabotupie; CTyaeHTHI U yJaluecs;
IIpencraBuTtenn HSKOHOMMYECKM W COLMAIBHO YSI3BUMBIX TIpYII
HaceJIeHUs! (MHOTOJICTHBIE CEMbU, CUPOTHI U T.J1.).

HezaBucuMo OT TOro, Kakue MPUYUHBI CTAJIM TOBOJIOM JJisI BhIOOpa
palboTHl IPONOM — HaKa3aHWE BCE paBHO HAcTynuT. He3HaHue 3aKOHOB HE

0CBOOOKIa€eT OT OTBETCTBEHHOCTH!

Kak oTnnuuTh npeayioxKeHne CTaTh APOIOM OT MPOINX MPEIOKEHUN O
pabore:

B onucanuu pa6OTBI YKa3aHO, 4TO HGO6XOI[I/IMO IICPCBOJANTL JCHBI'U,



He omnmcansl KOHKpeTHble MNpo(deccHOHaNbHbIE TpeOOBaHUA K
COMCKATENI0 pabOThI, HET IEPEUHS €r0 005I3aHHOCTEN, KPOME NEPEBOAA JCHET;

OtcyTcTBYIOT TpeOOBaHMS OTHOCUTEIBHO OOpa3oBaHUA U YyXKe
MMEIOIIIETOCS OMbITa paOOTHI COMCKATEIIS;

Pabora MpEANoIaracT TOJIBKO OHJIaH-B3auMOJIEUCTBUE C
paboToaarenem (6€3 TMIHOTO OOIICHU);

[Ipennoxxenue o paboOTe UYPE3BBIYANHO BBITOJHOE: Majo YCHUJIUH, —
oonpme 3apadboTku. HekoTopbie 00bsABIECHUS TPEAJIaratoT MOTPATUTh B ICHb
okoJio 10 MunyT, uT0OBI 3apadaTeiBaTh B MecsIl 10 1000 pyGeii.

OoOparuTe BHUMaHHeE!

OObsiBIEeHUST O BEpOOBKE JpPOMOM MOTYT OBITh 3aMacKHPOBAHBI IO
npeaiokeHus: o paboTe OT pealbHbIX KommaHuid. Co3garoTcs Ielbie
MOJJICTIbHBIE CalThl, TMOXO0XXKHE Ha O(QUIMAbHBIE BEO-pECypChl pealbHO
CYHIECTBYIOIINX KOMITAaHUM.

MOIIIEHHUKN BBIIYMBIBAIOT «YBaXUTEJIbHBIC» MPUUYUHBI, MO KOTOPHIM
UM HYXXHO TMEpeBOJUTh JEHbIM C OJHOro cyera Ha japyroi. Camas
pacnpocTpaHEHHas NMPUYMHA — YKJIOHEHHE OT HayoroB. J[pomoB BepOyroT
OT MMEHU HEKOW KOMIIAaHWUHU, KOTOPOH, SIKOOBI, HY’KHO MHHUMU3UPOBATH
HAJIOTOBBIE BBIILIATHI (M JJIsl 3TOTO CIEAYET MEPEBOAUTD YaCTh JI0XO0/a Yepes3
cdeTa PU3NYECKUX JIUIT).

[Ipemnoxenne o paboTe MOXKET TOCTYNMUTh M B BHJE MHChMa Ha
ANEKTPOHHYIO ouTy. OOpaTuTe BHUMAHUE HA aJipecaTta: eclid OH Ipeasiaraet
paboTy OT Jula KOMIIAHUH, HO TIPU 3TOM B aJIpece OTHPABUTEINS MUChMa HE
yKa3aH JOMEH KOMITaHUU (a yKa3aHa BeO-ciyx0a, Hanpumep, Gmail, Yahoo,
Windows Live Hotmail u 1p.), 3T0 MOkeT ObITh IPU3HAKOM BEPOOBKH JPOTIOB.

3anoMHUTEe OCHOBHbIE MPU3HAKH JIOBYIIEK JIJIsl /IPOIOB:

Ecnu npennoxxenne o paboTe BBITVISIAUT CIUIITKOM 3aMaHYUBBIM, YTOOBI
OBITH MPaBJOM, — 3HAYUT, ITO JIOBYIIKA!

Ecnu Bac yBepstoT, 4TO MOXKHO 3apa0doTaTh OOJIbIINE IEHbIH, pUiaras
MUHUMYM yCHUJIUH, — 3HAYUT, ITO JIOBYIIIKA!

Eciu nnga mnonyudeHuss paboThl BaM HYKHO MPEAOCTaBUTh CBOIO
OAHKOBCKYIO KapTy — 3HAUMT, 3TO JIOBYIIKA!

Ecnu Bam mpeaiarator paboTy OT KOMIAHUHU, O KOTOPOM HET HUKAKOU
uHdopmaruu B IHTEpHET, — 3HAYUT, 3TO JOBYIIKa!

Ecnu Ha odunmansHOM caiiTe KOMIIAHUU, KOTOpasi, IKOObI, MpeIyiaraet
BaM palOTy, HET HU CJIOBA O BAKaHCUSIX U O paboTe, BKIIOYAIOUIEH MEPEBO/
neHer (1 00 3TOM Jake He CIBIIIAIN B OTJENE KaJpOoB KOMIAHUHN) — 3HAUMT,
3TO JOByIIKa!

Ecnu cynepBbIroHOE MpejioKeHHe O padoTe MOCTYNMHIIO uepes
COLIMAJIbHBIC CETH WJIM AJIEKTPOHHYIO MOYTY, a OTIPABUTENb BaM HE3HAKOM —
3HAYUT, 3TO JIOBYIIKA!



